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Serving Critical Infrastructure
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TODAY’S CYBER THREAT LANDSCAPE
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Cyber Threats of Today*
Ransomware

• Double/Multi-extortion (Lockbit Conti, Hive, Vice Society, etc.)

Malware
• IT and OT specific malware

Denial of Service
• Cyber criminals, Hacktivists (KillNet / Aviation Sector)

Threats to External Dependencies
• 3rd party vendors, service providers, infrastructure providers
• Supply chain compromise

Advanced Persistent Threats (APTs)
• Highly sophisticated with substantial financial backing
• Various motivations (political, economic, etc.)

* Not an exhaustive list!
TLP:CLEAR
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CISA SERVICES & RESOURCES
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Cybersecurity Services
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CISA Cybersecurity Services & Assessments
 Cyber Hygiene Vulnerability Scanning 
 Cybersecurity Performance Goals (CPG)
 Cybersecurity Assessments
 Tabletop Exercises (TTX)
 Training
 & more

For more information on these 
services and more, please visit
https://www.cisa.gov/topics/cyber-threats-and-advisories

or
https://www.cisa.gov/cyber-resource-hub

TLP:CLEAR
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GOAL: 
Reduce exposure to threats by taking a proactive approach to identifying and mitigating attack vectors

 Hosts with no vulnerabilities detected are rescanned every 7 days
 Hosts with low-severity vulnerabilities are rescanned every 6 days
 Hosts with medium-severity vulnerabilities are rescanned every 4 days
 Hosts with high-severity vulnerabilities are rescanned every 24 hours
 Hosts with critical-severity vulnerabilities are rescanned every 12 hours

Email us at vulnerability@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene Services” to get 
started.

Cyber Hygiene Vulnerability Scanning 
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 What are the CPGs?
 A set of high-impact security actions for critical 

infrastructure organizations that address both IT and 
OT/ICS considerations.  
 Mapped to the relevant NIST Cybersecurity 

Framework subcategories, as well as other 
frameworks (e.g., IEC 62443).

 How should organizations use the CPGs?
 Inform strategy decisions and resource investment.

Cybersecurity Performance Goals (CPGs)
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The CPG’s Address: 
o Account Security
o Device Security
o Data Security
o Governance and Training,
o Vulnerability 

Management,
o Supply Chain/Third  Party,
o Response and Recovery
o Other (network 

segmentation, email, etc,)

The most current version of the CPGs is located at: 
https://www.cisa.gov/cpg

TLP:CLEAR
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Where to Find Them
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• The most current version of the CPGs is located at: https://www.cisa.gov/cpg

• Here you can find:

The core list of CPGs

CPG Checklist

Spreadsheet of all text content

Link to our GitHub discussion page

TLP:CLEAR
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Cybersecurity Performance Goals
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Approximate 
Cost/Impact/Complexity ratings to 

inform investment planning.

How organizations can demonstrate the effective 
implementation the security practice, based on input from CISA’s 
collaborative stakeholder process. These Actions will be updated 

regularly as new threats and defenses arise. 

MITRE ATT&CK TTPs 
addressed by the Goal

Mapping to NIST CSF Subcategory

TLP:CLEAR
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Cyber Information Sharing
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• Offers the latest cybersecurity news, advisories, alerts, tools, and resources.

• Found at:  

https://www.cisa.gov/news-events/cybersecurity-advisories

Cybersecurity Alerts & Advisories

TLP:CLEAR

Information sharing is the key to preventing a wide-spread cyber-attack. CISA develops 
partnerships to rapidly share critical information about cyber incidents.
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Reducing Risk of Known Exploited Vulnerabilities
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CISA's Known Exploited 
Vulnerabilities Catalog
VIEW THE CATALOG

https://www.cisa.gov/known-exploited-vulnerabilities-catalog

The following sections detail the criteria behind each of the three thresholds for KEV catalog 
updates, which are:

• The vulnerability has an assigned Common Vulnerabilities and Exposures (CVE) ID.
• There is reliable evidence that the vulnerability has been actively exploited in the wild.
• There is a clear remediation action for the vulnerability, such as a vendor-provided update.

https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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https://www.cisa.gov/stopransomware
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 The Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA), signed 
into law in March 2022, required CISA to establish the RVWP

 CISA accomplishes this work by leveraging its existing services, data sources, 
technologies, and authorities, including 
 CISA’s Cyber Hygiene Vulnerability Scanning service 
 Administrative Subpoena Authority

 CISA Regional staff members, located throughout the country, make notifications 
and may provide resources to mitigate the vulnerability.
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Ransomware Vulnerability Warning Pilot (RVWP)

https://www.cisa.gov/stopransomware/Ransomware-Vulnerability-Warning-Pilot
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 In 2023, CISA conducted more than 1,700 notifications to various organizations 
about open vulnerabilities on their networks that are specifically exploited by 
ransomware actors

 If you receive a notification, you can verify the identity of the CISA personnel through 
CISA Central: Central@cisa.gov or (888) 282-0870.
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Ransomware Vulnerability Warning Pilot (RVWP)

https://www.cisa.gov/stopransomware/Ransomware-Vulnerability-Warning-Pilot

TLP:CLEAR
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2023 Pre-Ransomware Notifications
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https://www.cisa.gov/about/2023YIR

In 2023, CISA conducted more than 1200 pre-ransomware notifications to 
include:

Driven by the cybersecurity research community, infrastructure providers, and cyber threat 
intelligence companies about potential early-stage ransomware activity.

TLP:CLEAR
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https://www.cisa.gov/secure-our-world
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• CISA’s cybersecurity awareness program to provide small businesses, communities 
and individuals with the guidance and tools they need to protect themselves online. 
The program emphasizes four simple steps:

• Use strong passwords and a password manager.
• Turn on multifactor authentication.
• Recognize and report phishing.
• Update software.

TLP:CLEAR
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Cyber Incident Reporting
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When to Report:
If there is a suspected or confirmed cyber attack or incident that:
• Affects core government or critical infrastructure functions; 
• Results in the loss of data, system availability; or control of 

systems; 
• Indicates malicious software is present on critical systems

• Contact CISA at central@cisa.gov or 888-282-0870

• FBI Field Office: http://www.fbi.gov/contact-us/field or the FBI’s 24-7 Cyber Watch at 855-292-3937 or by 
e-mail at cywatch@fbi.gov 

• State reporting laws & requirements

• Regulatory Authorities

REPORTING CYBER ATTACKS

TLP:CLEAR
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“If You See Something, Say Something”

To become a partner, send an email to:
seesay@hq.dhs.gov

For more information visit:
www.dhs.gov/see-something-say-something 

"If You See Something, Say Something®" is a 
national campaign that raises public 
awareness of the signs of terrorism and 
terrorism-related crime, and how to report 
suspicious activity to state and local law 
enforcement.

TLP:CLEAR
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Questions?
Central@CISA.GOV

888-282-0870

Or

https://www.cisa.gov/about/regions

Or

Joseph “JD” Henry
Cybersecurity Advisor

Joseph.Henry@cisa.dhs.gov

TLP:CLEAR

All CISA services and resources can be found by visiting 
www.CISA.gov

mailto:Central@CISA.GOV
https://www.cisa.gov/about/regions
mailto:Joseph.Henry@cisa.dhs.gov
http://www.cisa.gov/
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